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accredited a higher percentage of their high-risk systems ( 88 percent ) than their moderate-risk systems.
Configuration Management FISMA requires each agency to have policies and procedures that ensure
compliance with minimally acceptable system configuration requirements, as determined by the agency. In
fiscal year 2004, for the first time, agencies reported on the degree to which they had security configurations for
specific operating systems and software applications. Our analysis of the 2005 agency FISMA reports found that
all 24 major agencies reported that they had agencywide policies containing system configurations, an increase
from the 20 agencies who reported having them in 2004. However, implementation of these requirements at the
system level continues to be uneven. Specifically, 14 agencies reported having system configuration policies, but
they did not always implement them on their systems. Annual Review of Agency Systems FISMA requires that
agency information security programs include periodic testing and evaluation of the effectiveness of
information security policies, procedures, and practices to be performed with a frequency that depends on risk,
but no less than annually. This effort is to include testing of management, operational, and technical controls
of every information system identified in the FISMA-required inventory of major systems. Periodically evaluating
the effectiveness of security policies and controls and acting to address any identified weaknesses are
fundamental activities that allow an organization to manage its information security risks cost-effectively,
rather than reacting to individual problems ad hoc only after a violation has been detected or an audit finding
has been reported. In order to measure the performance of security programs, OMB requires that agencies
report the number and percentage of...
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